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1   Introduction

RAN2 has sent LS to SA3 for Small Data Transmission in RRC_INACTIVE state (R2-1700656). RAN2 has identified 2 possible solutions:
Solution A - not using RRC signalling (whether context moving / PDCP anchor changing is under discussion);

Solution B - using RRC signalling.
RAN2 asked following questions:

1. 
In order to transmit the UL data from RRC_INACTIVE state, what is the level of security parameters in addition to encryption that the UE needs to provide to the network?
Option a) -
No security parameters

Option b) -
Short MAC-I calculated from the key used in the source cell

Option c) -
Normal PDCP I-MAC (either calculated over a data or signalling message) calculated using the key used in the source cell

Option d) -
Normal PDCP I-MAC (either calculated over a data or signalling message) calculated using a new key derived in a secure way using similar Next Hop chaining concept as in LTE

2.
Regarding encryption, is it any security risk to continue using the old encryption key to send UL data in RRC_INACTIVE?
3.
In LTE Rel-13 (based on suspend/resume), the UE always provide a MSG5 (i.e. RRC Connection Resume Complete message) encrypted and integrity protected by the new Key, which is derived using the NHCC provided in MSG4 (i.e. RRC Connection Resume message). Is there foreseen any security impacts removing this message and having security via one of the mechanisms?
2   Discussion

For question 1, we think a token is needed for signalling and data message, and Option c is not recommended.
A token is needed to assist network to identify UE, so that downlink data will not be sent to a fake UE, and fake UE cannot impersonate legal UE to send useless UL data to the network (which can be used to perform DoS attack). Furthermore, without the token, if UE context need to be moved to the target gNB that different from the source gNB, the fake UE can disrupt service of legal UE (context will not be existed in the gNB serving the legal UE).

A token also is needed to assist the UE to identify the network, so that fake network can not send useless DL data to the UE.

Option b for UL signalling message and Option d for DL signalling and data message are legacy way while Option c is not, so Option c is not recommended.

There’re two scenarios need to be considered:

A. The UE and the gNB shall support legacy Resume procedure as well. If using new key to generate the token for UL signalling, it needs to be noticed that there will be more resource consuming that the gNB derives new key for verification when receives message from fake UE, and both of UE and network cannot know which key will be used for resume next time when suspending. So, the UE and the gNB shall keep the old key and new key together when Suspend message is received/sent, which means new key shall be derived in advance instead of when needed.
B. The gNB may decide to bring the UE in RRC_CONNECTED when receiving MSG1/MSG3 with encrypted data. In this case, using short MAC-I can make the transition smoothly.

For question 2, we think the answer is negative.

The time for UE sending UL data after suspension is unpredictable, and the old key may be kept in long time, which will increase the risk of key breaking. Furthermore, if a gNB is broken, the keys used in new gNB will be leaked.
For question 3, we think it is OK that no MSG5 if UE can buffer DL data for a while.

As for security view, MSG5 is for assurance that UE are using new keys, and for triggering gNB(eNB) to send out DL data encrypted with new key. If UE can buffer the encrypted DL data for a while before activating new keys, the encrypted DL data will be treated properly.
Frome above analysis, we can identify following two options for UE transmitting data in RRC_INACTIVE:

Option 1)
short(Resume)MAC-I in MSG1 (solution A) / MSG3 (solution B) and PDCP MAC-I using new key in successive signalling and data message (as legacy way), as well as encrypted data using new key, which is preferable
Option 2)
PDCP MAC-I and encrypted data using new key for all signalling and data messages, which is doable
The Annex shows example flows for option 1 that temporarily using new key not derived from NH for encryption, which can be compared with option 2 for further discussion. The procedures in Annex also is related to key issue 4.7 “Key handling in RRC inactive state to RRC active state transition” of 5G, and is recorded in the corresponding pCR S3-170106.
3   Conclusion

We propose that SA3 considers the above analysis and procedures in Annex when replies the LS to RAN2.
4   Annex
Solution A: Not using RRC signalling (PDCP anchor not changed)
In case of PDCP anchor change, it is similar with the flow shown in solution B.

The following example signalling shows UE transmit data on new gNB:
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1. Connection is suspended

3. MSG1: random access preamble

(UE-ID, token, ULData encrypted with Krrc-enc2)

4. X2 Forward Request

(UE-ID, token, encrypted ULData)

6. X2 Forward Response

(MAC-I, Option NCC, Option encrypted DLData)

7. MSG2: random access response

(MAC-I, Option NCC, Option encrypted DLData)

UE upper layer has UL data

9a. ULData encrypted with Krrc-enc1 and MAC-I with Krrc-int1

8. if indicate to transit To RRC_CONNECTED, 

send MSG3 with token, otherwise, derives Kenb*1 

from {NH,NCC}, derive Krrc-int1, Krrc-enc1 from 

Kenb*1, check MAC-I and decrypte DLData

2. STEPS:

a. generate and store token

b. derive Kenb*2 from Kenb

c. derive Krrc-int2, Krrc-enc2 from Kenb*2

10b. Forward encrypted DLData and MAC-I

9b. Forward encrypted ULData and MAC-I

10a. DLData encrypted with Krrc-enc1 and MAC-I with Krrc-int1

5. STEPS:

a. check token with source Krrc-int

b. derive Kenb*2 from Kenb

c. derive Krrc-enc2, Krrc-int2 from Kenb*2

e. decrypt ULData with Krrc-enc2

f. derive Kenb*1 from {NH,NCC} pair, remove all other keys

g. derive Krrc-enc1, Krrc-int1 from Kenb*1

H. generate PDCP MAC-I using Krrc-int1, encrtypt data with Krrc-enc1


When the UE needs to send out UL data in RRC_INACTIVE, it calculates a token using the key used in the source cell (similar with short(Resume)MAC-I), and derives Kenb*2 from Kenb (with target PCI and target EARFCN-DL), then further derives Krrc-int2 and Krrc-enc2 from Kenb*2. The UE sends MSG1 including the UE-ID, token and the UL data to target gNB, the UL data is encrypted with Krrc-enc2, which is different from the key used in the source cell.

The target gNB send X2 Forward Request (maybe new message) including the UE-ID, token, and the encrypted UL data to the source gNB. The source gNB verifies the token, if success, derives Kenb*2 from Kenb and further derives Krrc-int2 and Krrc-enc2 from Kenb*2. The source gNB decrypts the buffered UL data using Krrc-enc2. If there’s available {NH,NCC} pair, the source gNB derives Kenb*1 from NH and further derives Krrc-int1 and Krrc-enc1 from the Kenb*1. The source gNB sends X2 Forward Response (maybe new message) to the target gNB. The response includes a PDCP MAC-I calculated from Krrc-int1 (if no NCC, Krrc-int2). The response may include DL Data that encrypted by Krrc-enc1 (if no NCC, Krrc-enc2). If NCC exists, the response also includes NCC. The target gNB sends MSG2 to the UE, which includes the PDCP MAC-I, option encrypted DL Data, and option NCC. If target gNB decides to bring the UE into RRC_CONNECTED after receiving MSG1, it will send out a normal MSG2 to the UE.
If normal MSG2 received, the UE initiate normal Resume procedure with the token and transmitting data in RRC_CONNECTED. If NCC is received, the UE derives Kenb*1 from NH, and further derives Krrc-enc1 and Krrc-int1 from the Kenb*1. The UE verifies the PDCP MAC-I using Krrc-int1 (if no NCC, Krrc-int2), if verification success, the UE decrypts the encrypted DL Data using Krrc-enc1 (if no NCC, Krrc-enc2). The UE and the source gNB can use new key to encrypt/decrypt the successive UL/DL data as well as integrity protect the data via target gNB. If DL data is received before MSG2 or during the key derivation, the UE shall buffer it. If DL data is discarded due to buffer fullness, it is up to the upper-layer to retransmit the DL data. The PDCP MAC-I in DL messages and data makes the UE be able to identify the network.
Solution B: Using RRC Signalling

In case of PDCP anchor not change, it is similar with the flow shown in solution A.

The following example signalling shows UE transmit data on new gNB:
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1. Connection is suspended

3. MSG3: RRC Connection Resume Request

(UE-ID, token, ULData encrypted with Krrc-enc2)

4. Retrieve UE Context Request

5. Retrieve UE Context Response 

({Kenb*1,NCC},Kenb*2)

7. MSG4 (Option NCC, MAC-I, Option encrypted DLData)

UE upper layer has UL data

9. ULData encrypted with Krrc-enc1 and MAC-I with Krrc-int1

8. if indicate To tRaNsit to RRC_CONNECTED, 

send MSG5, otherwise, derives Kenb*1 from 

{NH,NCC}, derive Krrc-int1, Krrc-enc1 from 

Kenb*1, check MAC-I and decrypte DLData

2. STEPS:

a. generate token

b. derive Kenb*2 from Kenb

c. derive Krrc-int2, Krrc-enc2 from Kenb*2

6. STEPS:

a. derive Krrc-int2, Krrc-enc2 from Kenb*2

b. decrypt ULData with Krrc-enc2

c. derive Krrc-int1, Krrc-enc1 from Kenb*1

d. generate PDCP MAC -I using Krrc-int1

10. DLData encrypted with Krrc-enc1 and MAC-I with Krrc-int1


When the UE needs to send out UL data in RRC_INACTIVE, it calculates a token using the key used in the source cell (similar with short(Resume)MAC-I), and derives Kenb*2 from Kenb (with target PCI and target EARFCN-DL), then further derives Krrc-int2, Krrc-enc2 from Kenb*2. The UE sends RRC Connection Resume Request (MSG3) including the UE-ID, token and the UL data to target gNB, the UL data is encrypted with Krrc-enc2, which is different from the key used in the source cell.
The target gNB retrieves UE context from the source gNB, in which the target gNB indicates that the UE keeps in RRC_INACTIVE. The source gNB returns the UE context after verifying the token. If NCC exists, the context includes {Kenb*1, NCC} and Kenb*2, otherwise it includes Kenb*2, which is derived from the Kenb. The target gNB derives Krrc-enc2 from the Kenb*2 and decrypts buffered UL data with the Krrc-enc2. If NCC received, the target gNB remove other keys and derives Krrc-int1, Krrc-enc1 from Kenb*1, otherwise derives Krrc-int2 from Kenb*2. The target gNB sends MSG4 (could be RRC Connection Resume or other message) including a PDCP MAC-I calculated using Krrc-int1 (if no NCC, Krrc-int2). The response may include DL data encrypted by Krrc-enc1 (if no NCC, Krrc-enc2). If NCC exists, the MSG4 also includes NCC. If target/source gNB decides to bring the UE into RRC_CONNECTED after receiving MSG3/Retrieve UE context, the target gNB will send out a normal MSG4 to the UE.
If normal MSG4 received, the UE initiate MSG5 to finish normal Resume procedure and transmitting data in RRC_CONNECTED. If NCC is received, the UE derives Kenb*1 from NH, and further derives Krrc-enc1 and Krrc-int1 from the Kenb*1. The UE verifies the PDCP MAC-I using Krrc-int1 (if no NCC, Krrc-int2) and decrypts the encrypted DL Data using Krrc-enc1 (if no NCC, Krrc-enc2). The UE and the target gNB can use new key to encrypt/decrypt the successive UL/DL data as well as integrity protect the data. If DL data is received before MSG4 or during the key derivation, the UE shall buffer it. If DL data is discarded due to buffer fullness, it is up to the upper-layer to retransmit the DL data. The PDCP MAC-I in DL messages and data makes the UE be able to identify the network.
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10b. Forward encrypted DLData and MAC-I


2. STEPS:
a. generate and store token
b. derive Kenb*2 from Kenb
c. derive Krrc-int2, Krrc-enc2 from Kenb*2


1. Connection is suspended


9b. Forward encrypted ULData and MAC-I


10a. DLData encrypted with Krrc-enc1 and MAC-I with Krrc-int1


5. STEPS:
a. check token with source Krrc-int
b. derive Kenb*2 from Kenb
c. derive Krrc-enc2, Krrc-int2 from Kenb*2
e. decrypt ULData with Krrc-enc2
f. derive Kenb*1 from {NH,NCC} pair, remove all other keys
g. derive Krrc-enc1, Krrc-int1 from Kenb*1
H. generate PDCP MAC-I using Krrc-int1, encrtypt data with Krrc-enc1


3. MSG1: random access preamble
(UE-ID, token, ULData encrypted with Krrc-enc2)


4. X2 Forward Request
(UE-ID, token, encrypted ULData)


6. X2 Forward Response
(MAC-I, Option NCC, Option encrypted DLData)


7. MSG2: random access response
(MAC-I, Option NCC, Option encrypted DLData)


UE upper layer has UL data


9a. ULData encrypted with Krrc-enc1 and MAC-I with Krrc-int1


8. if indicate to transit To RRC_CONNECTED, send MSG3 with token, otherwise, derives Kenb*1 from {NH,NCC}, derive Krrc-int1, Krrc-enc1 from Kenb*1, check MAC-I and decrypte DLData
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10. DLData encrypted with Krrc-enc1 and MAC-I with Krrc-int1


2. STEPS:
a. generate token
b. derive Kenb*2 from Kenb
c. derive Krrc-int2, Krrc-enc2 from Kenb*2


1. Connection is suspended


6. STEPS:
a. derive Krrc-int2, Krrc-enc2 from Kenb*2
b. decrypt ULData with Krrc-enc2
c. derive Krrc-int1, Krrc-enc1 from Kenb*1
d. generate PDCP MAC -I using Krrc-int1


3. MSG3: RRC Connection Resume Request
(UE-ID, token, ULData encrypted with Krrc-enc2)


4. Retrieve UE Context Request


5. Retrieve UE Context Response ({Kenb*1,NCC},Kenb*2)


7. MSG4 (Option NCC, MAC-I, Option encrypted DLData)


UE upper layer has UL data


9. ULData encrypted with Krrc-enc1 and MAC-I with Krrc-int1


8. if indicate To tRaNsit to RRC_CONNECTED, send MSG5, otherwise, derives Kenb*1 from {NH,NCC}, derive Krrc-int1, Krrc-enc1 from Kenb*1, check MAC-I and decrypte DLData



